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CYBERSECURITY GOVERNANCE

Start Date: 08/12/2025 End Date: 12/12/2025

Categories: Cybersecurity Venues: Madrid

Formats: In Person Instructors: Roland Abi Najem

OVERVIEW

This course focuses on the governance, risk, and compliance (GRC) aspects of cybersecurity. It
covers policy development, risk frameworks, regulatory requirements, and governance strategies
for secure digital environments.

OBJECTIVES

By the end of this course, participants will be able to: – Understand governance frameworks like
NIST, ISO 27001, and COBIT. – Develop cybersecurity policies and controls. – Manage third-party
risk and vendor compliance. – Implement cybersecurity audits and internal assessments. – Align
cybersecurity with organizational strategy and regulation.

COURSE OUTLINE

1- Cybersecurity Governance Models and Frameworks 2- Risk Management and Regulatory
Compliance 3- Policy Development and Control Implementation 4- Third-Party Risk and Audit
Readiness 5- Board Reporting and Governance Metrics

TARGET AUDIENCE

Cybersecurity managers, compliance officers, IT leaders, auditors, and risk management
professionals.

METHODOLOGY

Policy drafting, risk simulations, governance framework labs, and mock audits.

CONCLUSION

Participants will return with a solid understanding of how to lead and evaluate cybersecurity
governance across their organization.

DAILY AGENDA



Day 1: Governance Frameworks and Roles

Review cybersecurity frameworks and define governance responsibilities.

Day 2: Compliance and Regulatory Landscape

Understand laws, industry standards, and audit protocols.

Day 3: Risk and Control Management

Build and map risk matrices, controls, and mitigation plans.

Day 4: Vendor and Third-Party Oversight

Establish assessment processes for vendor cybersecurity risk.

Day 5: Board Communication and Metrics

Present cyber risk and governance metrics to senior leaders.
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